PDarkMA~
Web Intelligence

CatchProbe DarkMAP is not just a simple platform where you can feed on intelligence informa-
tion. It brings you to the forefront of next-generation defense technologies with its strong analysis
capabilities, data enrichment, and infrastructure driven by artificial intelligence.

One objective of DarkMAP is to enable exploration and indexing across all layers of the Internet:
Social Media, DeepWeb, and DarkNet. DarkMap can archive the targeted pages without missing
any content and has the ability for automated content tracking and discovery processes.

Another differentiating factor of DarkMAP from other WEBINT products is its fast setup, low cost, and
the ability to escalate and delegate tasks among analysts and departments. Additionally, DarkMAP
presents the collected content in a functional, simple, and comprehensive manner, enabling analysts
to effortlessly conduct their research.

Features:

» Threat group association through keyword analysis

» Blind spot detection on the dark net using iterative link analysis

» Flow management feature for membership-requiring platforms like forums, IRC groups, and
Telegram groups

» Multilingual resources translated into English.

» Real-time threat analysis

= Crime and criminal analysis with cross-case analytics insights using CrimeGround

» Low-cost and high-efficiency with SaaS infrastructure
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INTEL COLLECTION EFFORT: MINIMAL TYPE OF INTEL FOUND

Web scraping tools, search engine API's and OSINT techniques All publicily available information

INTEL COLLECTION EFFORT: MODERATE

Data extraction from APIs, databases or password-protected
DARK WEB environments.

INTEL COLLECTION EFFORT: HIGH TYPE OF INTEL FOUND

* Corporate and government databases
e Subscription-based research or news sites
¢ Intranets or organizations

TYPE OF INTEL FOUND

Offers valuable, exclusive information such as private discussions.

ANONYMOUS NETWORKS (TOR, 12P, YGGDRASIL]

INTEL COLLECTION EFFORT: VERY HIGH

Requires advanced undestanding of specific network tools.
Infiltration may require building trust with communities.

TYPE OF INTEL FOUND

Highly encrypted communication channels and marketplaces that cater to illegal
activities

DECENTRALIZED WEB PROJECTS VALUE

(FREENET, ZERONET) Useful for tracking illegal activities and securing proprietary

data.

INTEL COLLECTION EFFORT: VERY HIGH

Requires specializied tools. COMMUNICATION CHANNELS
Monitoring activities requires continuous participation. (ENCRYPTED MESSAGING APPS)

TYPE OF INTEL FOUND ( INTEL COLLECTION EFFORT: VERY HIGH

® Websites offering discussions on sensitive topics ' ‘ invitatci);t:-r:):q:;:Z?nssoi:?lrzglg-ltri];ee”r:g}n?t?rei:s ::;
* Censored information or communications - y ’ ted ch gl
¢ Development and exchange of tools encrypted channets.

——— J TYPE OF INTEL FOUND
VALUE -

T  Discussions on cyberattack coordination or tactics
» Trading of stolen data or illegal content
¢ Encrypted communications between criminal actors

 Useful for tracking illegal content.
\

VALUE
Critical for real-time threat detection, cybersecurity, and tracking disinformation campaigns or illegal activity
coordination.

Offers early warning for organizations or law enforcement regarding impending attacks or fraud schemes.



é&; DARKMAP: Redefining Web Intelligence with Al and Next-Gen Capabilities

CatchProbe DarkMAP module enables precise. actionable intelligence across all layers of the internet facilitating advanced
threat detection. analysis. and escalation for cybersecurity professionals.

Key Differentiators
Al-Based Assessment:

DarkMAP’s Al infrastructure assesses nndings in real time, generating detailed insights on threat severity, allowing for
immediate prioritization and action.
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Flow Management & Page Restriction Bypass:

Capable of handling restricted or membership-based platforms, DarkMAP bypasses restrictions to ensure full data access
across all layes of the web.

X https:/[russianmarket.to/logs?ste........10&vendor=

TGS e Additionally, DarkMAP can
- automatically acquire data
2 within the pre-set budget

allocated by CatchProbe.
8

Content Archiving

DarkMAP archives crawled data in screenshot format, ensuring future
accessibility and documentation for retrospective analysis.

= Additionally, if any changes are detected in the content after the
initial crawl, users are alerted with a button in the top left corner. Related products
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. Online Scams and Phishing

Pinned Results " CATCHPR03="

Finding #1 of 1

Target/Leak Type: INASSESSMENT

ploleads Verified Status: %ss
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el R e Discovery Date: Aug, 02,2024
Status: AcTIVE

Severity Category: MEDIUM
Risk Score: 4fi0

Risk Impact Area: IN ASSESSMENT

'SECONDARY IMAGE:

Users can also include an additional image of their choice
in the report when they're manually creating one.

Enlarged Image
.
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ANALYST'S COMMENT:

Analysts can also provide their comments about the findings.
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